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Decoy-flip-flop attack on LMD GHOST Analysis of bouncing attack on FFG
Casper
 Casper |

nrryuya 24" Aug 20
TL;DR =" TL;DR

e ;.)res'ent. an anacr onhLMD GjOSTbcallled de'coy—fllp—tf‘:‘(’)p kafttf’lic"k’ by, which:an;adversarycanidelay In this post, | dig into the bouncing attack on Casper FFG, which is already known to potentially make a
the. L niion oo ellys Y e-veraglng S o.r a-| i i e permanent liveness failure of FFG. | present specific cases where this attack can happen. Also, |

This attack does not break the basic security of ETH2.0 but implies some manipulability of LMD sciibahow the chislie of the forcaholcs il relatas o this atick

GHOST. '

nrryuya

Saving strategy and FMD GHOST ¢ Prevention of bouncing attack on FFG

" gy “Q nrryuya
&Ll

TL;DR TL;DR

We discuss why saving strategy is problematic in LMD GHOST compared to other fork-choice rules and We present a simple fix on FFG which makes it difficult for an attacker to continue bouncing attack
introduce FMDGHOST a8 he mitigation, unless the attacker has strong control over the network.
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Total Value Locked (USD) in Uniswap

TVL (USD) | TVL(ETH) | ETH | BTC | DAI All | 1Year | 90 Day | 30 Day | 7 Day Send Pool

$25M

$20M

$15M 5.0 ®DAl v
$10M
$5M

0.0308 ETH

$0 Exchange Rate 1 ETH = 161.9597 DA




Ethereum 2.085 &



Ethereum 2.0& (&

Proof-of-stake (PoS)&¥y—T AT DEA

o RY—ZEVTADHRE. X1 T4DMAL

o H’FEh\bZIKJF%El’JI ABZ—
LURTIE A R ISR SN TV =AY, BAEFFE EHINEYA—/N\—FvTFSH5D T, Ethereum 2.0&L
T—2oN7aY Yt o1=
o PoSHOBRIINDATYITELT “PoWEPOSD/NAT) YR "ENSIN—RI+—9E M EYEHSNT
W= dak2i o7
e F—.Ls: Ethereum Foundation + 10Rij#& D1 %
o  Prysmatic Labs®D k5% RX2—kr7v 74, Consensys, ParityD &5 v 17 h



Proof-of-stake (PoS)
PoS: BB BEXRT—9F 5T LTAV LU Y RIZBMTEDLS12T 5

o I: POWAPoSIFartHRTARINLTIEAEL, YEILaAVMO—ILANZX L
o FHAYE
o JARMHIF. DLTIEY T —FDHEIRE
o  PunishmentzRW =12t T4 K5t
m ‘BEHLIIAT—DASICERPESELI%EELD " by Viad
m LK B Nothing-at-stakefREZfER TS



Casper

Casper: Ethereum®PoS + a2 HX7OL)LDTAD IR

e Ethereum Foundationl&& MoPoS#E1TZETEIL THY. Casperb#FEH 1T T
H#iEL. REFZ>O7Ora/LIZH s

e Casper FFG: Vitalik> AV 12 ZE . Ethereum 2.0CEEB T E

e CBC Casper: VladhM B E. HiFAMENSRTUOUvILIEE LD, FEEFMGHTE
E YAV A



SX—TAT
BEHOTOYIFI—UT—DODRHREREERT S

e TNETNDIY—FRIEELRDZTOVIFI—Y
o EBIREH/—FN\)T—2—)hEYHETEND
o BMRDTFTHAIVE-AVIIVNEEET D
o v—T4«UJICRYBHATLNSTA IV
o Ethereum, NEAR, Harmony, Polkadot, etc.
o B RU—ZEUTADHE
o TPS=(170Y9Fz—2H=YD TPS)* (> v—FE)
o THEFXAVTAIX(TEEIR)ZELIGEL

o ZMHE M PolkadotECosmosDiELY



Disclaimer

Ethereum 2.0IZBLTIL. TIRFES TN IEERBAE S A2 EH N EMNZUINTT

o MEMEDESICLIYZIDIENERTHARENEIHDHD T, MESF-1EHE
LA =TT

o [100%FEELTLVEWVIEWDTZTT, TDEICIEZLDT AT 7 HIRESNE
SNTWADT, Mat L THLV DT TIEHYEREA



Ethereum 2.0 7—X%TJF

Eth1 Chain

Beacon Chain

Shard 1




Eth1 Chain

BT

DPOWFzz—>
Eth1 Chain
Eth2l3E XM DOFz—rFFOh
SES>T.IRIKDF—L¥ERT 5T
Aok Beacon Chain
TRV ST (FFZALY)ZETH
#=Thowk3 B ET. Beacon Chain
BITTHOUED RTINS

Shard 1




Beacon Chain

EFzEEI DT —

o ELHER. N)T—EDELY—F~AD
FYET
o K y—K 0 state rootF i ik
o ZnlZkY. Merkle proofZ{E->T
U —FADARUEERINTED
o MHAYBARVY—ROZaz=H—
AV DERICES

Eth1 Chain

Beacon Chain

Shard 1

Shard 100




Shard Chain

KR A—F =D ESF—>
Eth1 Chain

o IVKIUVMTAIUNIZITENMNSD

Beacon Chain

Shard 1




Ethereum 2.0 A—K<vw >

e Phase 0: Beacon chain® &
o PoSOERMLGEKRS ALY (XAIEETHDtransferd 5 TELLLY)
o FRIXZFIXTET.ZAZTAEHILA

e Phase 1: Shard chainfit& . f==LT—%i &N H (VMEL)
o RollupiF&EIZfEZ S

e Phase 2: v—FRATVM{ERHTREEIZ
o eWASM: EVM®DWebAssebmlyit &iifi 171 THIZE B H

e Phase 1,2MEABRKHAIEHEYEFT>TL VLY



FAQ: BETZDEth1Fz—2 L ESHE-BHSMD ?

AR Eth2 X &M ZENDTENL, FRRICEh2ITHEL TLL(FE)

1. Eth2lxagtsnf-Fz—>
a. mWIZEh1BAENN—FI+—03F B+ TIEAL
b. Eth1->Eth2l&—AF&{T
c. BHLEth2A BN TEHEhIZIXEERLZL
2. Eth1 <> Eth2#&
a. Eth1 <> Eth2®Two-way peg
. ENTNDEFIVTAHEEVIIEETD
b. Eth2ZE->TEth1(ZT7/F)T4%52%
3. BRFDEth1F—%WE
a. Eth1DT—RIEIv—FDETHIZERERSN., Eth2TEZ S



Ethereum 2.00) =



0

1E;EHA(Phase 0 ~ 2)D &£

o KIFELZPOSFI—rDAO—2F
o VWAZUTELELGY. BAAN-BRENSALLTL
e 2DMBEETHDL A
o Two-way pegE TIX &AM EY XL SME
m PegDBAERTD1—ILEZRHBEENEFOTLND
o ERDTFTI)r—avF5|IEmEMBFEDEIFI—UFELILETFHE



REARIGZE

o LayerlD/\NJ—7v7
o ARH—ZEUTA.TIA4/1\—(?)
o THOMBIFRAGEDLPYTL
o T —Ila EHREDLEHEPUXDEL
o TINT—avIZ&oTIEBEHDI v—REPYEYTINELAHD
o VMAZEHB ->ERC20HENDEEFELEDS



ESX vy FT7vTITILLIND

o BTG T YT T—HIFEHRENERLHD
o Kt
o What's New in Eth2:
o EMNATLTWBHULIE:
o X
o HMiZEHLTESRAMGEERL T O TEVNITAIDIEINGEYHLLY
o HALHALHEARETRAWRDIERILIFIFAL
m HAATETH2.0[CaYkJEa—FLTWBADWVELD THEALLY


https://github.com/ethereum/eth2.0-specs
https://notes.ethereum.org/@ChihChengLiang/Sk8Zs--CQ
https://scrapbox.io/layerx/ETH2.0:_Resources

ESX vy FT7vTITILLIND

o TwitterTEBRRNTLS
o Ethereum Foundation’A= : (ARKOTaTIZE=FIZTYTT—EHS )
o 2.00a7V)HY—F+r—: Vitalik, )
e (%) (tEERYET)

ﬁx ETHEREUM.ORG BUG BOUNTY PROG

eth2 quick updat

Posted by Danny Ryan on October 23, 2019

Although the internet has been more quiet than usual, we've been super busy hacking away
on eth2! Between Devconb and keeping our heads down to work, it seems we've left the
community in the dark on a couple of items. Here’s a quick update to fill in the gaps.



https://twitter.com/ethereum
https://twitter.com/dannyryan
https://twitter.com/drakefjustin
https://twitter.com/nrryuya

Thank youl!

proorcLlement = g

@nrryuya

Ryuya Nakamura
@nrryuya

Blockchain Researcher @LayerXcom
@UTokyo_News_en. Casper, PoS,
Sharding, Formal methods.




